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Cybersecurity: A Growing Concern

• Cyber risk ranks among top emerging threats (climate change, geopolitical
instability).

• Ransomware attacks: explosive growth
• 76.8% increase (2022–2023); 58% increase (2024–2025) → 7,515 publicly reported

attacks in 2025.
• $1.1 billion paid to hackers in 2023 ([AXA Group, 2025]).

• Need to assess financial impact on firms and insurance portfolios.



Stylized Facts from Economics
• Firm size distributions are heavy-tailed (Zipf’s law) [Gabaix, 1999].
• Firm growth-rate distributions are non-Gaussian (

[Stanley et al., 1996, Axtell, 2001]).

Firm data: 2,929 firms in Île-de-France; annual revenues 2010–2022 (Pappers).
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Figure: Firm size distribution (left) and Zipf fit (right).

• Firm size Ki estimated from revenue: Ki = ⌈Zi ,1/Z 1⌉.
• Zipf’s law fit: P(Ki = k) ∝ k−(1+α) with α = 1.76, q = 0.784.



Stylized Facts from Cybersecurity
• Larger firms are more frequently targeted

[Kamiya et al., 2021, Baksy et al., 2025].
• Contagion dynamics depend on firm size and organizational structure.
• Environmental variability affects parameters [European Central Bank, 2025].

Cyber contagion data: LockBit ransomware attacks, May–July 2024
([GuidePoint Security, 2025]).
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Figure: LockBit infections (left) and most impactful ransomware groups (right).



Model Overview

Goal: Build a model incorporating these features to quantify cyber risk.
1 Granular model of firm growth

([Wyart and Bouchaud, 2003, Moran et al., 2024])
• Firms composed of independent subunits.
• Revenue follows jump-diffusion with cyber-attack losses.

2 Stochastic multigroup SIR model for cyber contagion
• Firms grouped by size k = 1, . . . , K .
• Stochastic parameters (Cox–Ingersoll–Ross processes) capture environmental

variability.
3 Coupling: Attack arrival via Cox process (external) + Bernoulli (internal

contagion).
4 Risk measure: Aggregate Exceedance Probability (AEP) and Systemic Tail Ratio

for insurance portfolios.



The model



Firm Structure and Revenue Dynamics

Firm revenue
Zi ,t =

Ki∑
j=1

zij,t , with Ki the number of subunits (Zipf on {1, . . . , K}).

Without attack: Geometric Brownian motion dz ij,t
z ij,t

= µijdt + σijdBij,t .

With attack (arrival τij , duration δij , severity πij):

zij,t =


z ij,t t < τij

(1 − πij)z ij,t τij ≤ t < τij + δij

z ij,t t ≥ τij + δij

, τij = inf{t ≥ 0 | Nij,t ≥ 1},

where Nij,t is a point process (defined later). Subunits are correlated within a firm,
independent across firms.



Claims and Risk Measure (AEP)
Instantaneous claim for firm i :

ci ,t =
Ki∑

j=1
πij1{τij ≤t<τij +δij }z ij,t , CT =

H∑
i=1

∫ T

0
ci ,t dt.

Aggregate Exceedance Probability (AEP):

AEPT (x) = P

 P∑
p=1

Cp
T > x

 ,

where P is the number of independent cyber-events and Cp
T are i.i.d. copies of CT .

Systemic Tail Ratio:

Rsys(α) :=
ESα

(
CT

)∑H
i=1 ESα

(∫ T
0 ci ,t dt

) , 0 ≤ α ≤ 1,

where ESα is the Expected Shortfall at level α.



Literature Review: Modeling Cyber-Risk Contagion

• Frequency-Severity Models:
[Eling and Loperfido, 2017, Farkas et al., 2021, Edwards et al., 2016].

• Self-Exciting Point Processes:
[Bessy-Roland et al., 2021, Boumezoued et al., 2025].

• Agent-Based & Network Models:
[Acemoglu et al., 2016, Fahrenwaldt et al., 2018].

• Epidemiological (SIR) Models: [Hillairet and Lopez, 2021, Hillairet et al., 2022,
Murray, 1988, Langlois-Berthelot et al., 2024].



How Cyber-Infection Spreads into Subunits

• A firm of size j can be susceptible, infected, or recovered.
• An initial infection in a susceptible firm triggers secondary infections inside:

each of the j − 1 other subunits is infected with probability at (in-firm rate).
• Number of infected subunits is binomial:

bj,k =
( j−1

k−1
)
ak−1(1 − a)j−k , k = 1, . . . , j .

• The firm splits into a fully infected firm of size k and a susceptible firm of size
j − k.

• External contagion between firms is driven by the force of infection; infected
firms recover with rate γk,t .



Compartmental Model with Stochastic Parameters
Susceptible firm of size 5: S5
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Figure: Infection and splitting of a firm of size 5: S5 → I2 + S3.



Compartmental Model with Stochastic Parameters

Sk , Ik , Rk : fractions of susceptible/infected/recovered firms of size k;
N0 =

∑
k k(Sk + Ik + Rk). Force of infection: Yt = 1

N0

∑K
k=1 βk,t k Ik,t .

dSk,t
dt = Yt

(
−kSk,t +

∑K
j=k+1 jSj,t bj j−k,t

)
,

dIk,t
dt = −γk,t Ik,t + Yt

∑K
j=k jSj,t bjk,t

dRk,t
dt = γk,t Ik,t ,

Environmental variability: βk , γk , a follow CIR processes

dφ̃t = κφ(µφ − φ̃t)dt + Σφ

√
φ̃t dWφ,t , φ = 1/(1 + e−φ̃) for probabilities.

Existence/uniqueness of a non-negative solution + reproduction number Rk,t : see backup.



Definition of the Attack Arrival Process

Nij,t := N0
ij,t + 1{

N0
ij,τ

−
i

=0
}1{t≥τi }Uij ,

• N0
ij : Cox process with intensity Yt (force of infection) – external infections.

• τi = inf{t > 0 :
∑Ki

k=1 N0
ik,t ≥ 1}: first external infection in firm i .

• Uij ∼ Bernoulli(aτi ): internal infection of a still-susceptible sister subunit.
• Recovery duration: δij = 1/γi,τij .

External infection: Cox process

First external infection in firm i at τi

Other subunits: infected with probability aτi



Numerical Analysis and Results



SIR Calibration Approach

We minimize the mean squared error J2(Θ) = 1
M

∑M
m=1

∑K
k=1

∑T
u=0 |Ik,tu − Im

k,tu
|2,

with Θ = {κ, Σ, a0, γ1,0, β1,0, h⋆}.

Parameter Value Description

γ1,0 0.678 Recovery rate
β1,0 0.547 Out-firm infection rate
a0 0.347 In-firm attack rate
κ 0.447 Mean reversion speed
Σ 0.015 Volatility
h⋆ 14,210 Total firms

Table: Calibrated SIR parameters



Simulated Epidemic Trajectory
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Figure: Total infected subunits (% of total firms). Observed (black) vs simulated mean (red)
with 99% CI (blue).

Model captures peak date (day 38) and magnitude (overestimates by 17%).



Infection Probability by Firm Size

k P[τk > 100]
1 0.794
3 0.500
6 0.249
9 0.129
12 0.060

Table: Probability of no infection in 100
days.
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Figure: PDF of infection time by firm size.

Larger firms have higher chance of infection.



Daily Revenue Loss by Firm Size
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Figure: Average daily loss (left) and one scenario (right) as % of daily revenue.

Larger firms face higher losses due to internal contagion. Losses can spike to 75% in
extreme scenarios.



Total Loss Distribution (100 days)
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Figure: PDF (left) and right tail (right) of total losses over 100 days.

Total losses can reach e60M (≈ 1.5 days of aggregate revenue). Probability of
exceeding e55M is about 6%.



Aggregate Exceedance Probability (AEP)
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Figure: AEP curves: exact (blue) and approximated (red).

With on average 0.1 episodes per 100 days, the distribution has jumps at multiples of
the single-episode loss distribution; extreme losses reach e180M (≈ 4 days of revenue).



Conclusion



Conclusion and Perspectives
Key contributions

• Stochastic multigroup SIR + granular firm growth; captures heavy-tailed sizes,
size-dependent contagion, environmental randomness.

• Attack arrivals via Cox (external) + Bernoulli (internal); calibrated on LockBit
data.

• Larger firms: higher infection probability and larger losses (internal contagion).
• AEP as an insurer risk measure; extreme losses reach several days of aggregate

revenue.

Future work
• SIRS for reinfection; severity dependent on epidemic dynamics or cyber

investments.
• Network structures between firms; pricing and risk-transfer; sector-specific

calibration.



Thank you

Thank you for your attention.

Questions?



Backup — Key Mathematical Properties

• Existence & Uniqueness: unique global non-negative solution adapted to the
filtration generated by the stochastic parameters, (St , It , Rt) ∈ R3K

+ , ∀t ≥ 0.

• Basic Reproduction Number:

Rk,t = βk,t
γk,t

K∑
i=1

i
K∑

m=i

mSm,t
N0

bm,i .

• Peak: Jmax = maxt≥0
∑K

k=1 kIk,t .

• Prevalence: Pt = 1
N0

∑K
k=1 kRk,t .

If maxk Rk,t < 1 then d
dt log Jt < 0: total infected decreases (locally exponentially).



Backup — Attack Arrival: rationale

• N0
ij,t models infections from outside the firm (other firms / external attackers).

• Once a subunit of firm i is externally infected at τi , still-susceptible subunits may
be infected internally with probability aτi (in-firm rate from the SIR model).

• Internal infection is the Bernoulli variable Uij (Uij = 1 → infected at τi).
• Captures the empirical fact that infections spread within an organization after an

initial breach.



Backup — Peak Distribution by Firm Size
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Figure: Histograms of peak height (left) and peak date (right).



Backup — Daily Loss Distribution
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Figure: PDF (left) and right tail of CDF (right) of daily losses (in €M) for sub-portfolio of 621
firms (Ki ≥ 2).

Around the epidemic peak (day 24), the distribution widens and tails become heavier.
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